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DETAILED ACTION 

1 . Claims 1-16 are presented for examination. 

Priority 

2. Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 119(a)-(d). The certified copy has been filed in parent Application No. 
0901 17505, filed on July 18, 2001 in Taiwan, Republic of China. 

Drawings 

3. The drawings are objected to under 37 CFR 1.83(a) because they fail to show 
transmission system 2, transmission system 7, and retrieval transmission module 51, 61 
in Fig. 3, Fig4 and Fig 5, respectively, as described in the specification. Any structural 
detail that is essential for a proper understanding of the disclosed invention should be 
shown in the drawing. MPEP § 608.02(d). Corrected drawing sheets in compliance with 
37 CFR 1.121(d) are required in reply to the Office action to avoid abandonment of the 
application. Any amended replacement drawing sheet should include all of the figures 
appearing on the immediate prior version of the sheet, even if only one figure is being 
amended. The figure or figure number of an amended drawing should not be labeled as 
"amended." If a drawing figure is to be canceled, the appropriate figure must be 
removed from the replacement sheet, and where necessary, the remaining figures must 
be renumbered and appropriate changes made to the brief description of the several 
views of the drawings for consistency. Additional replacement sheets may be necessary 



Application/Control Number: 10/090,181 Page 3 

Art Unit: 2151 

to show the renumbering of the remaining figures. Each drawing sheet submitted after 
the filing date of an application must be labeled in the top margin as either 
"Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the changes are 
not accepted by the examiner, the applicant will be notified and informed of any required 
corrective action in the next Office action. The objection to the drawings will not be held 
in abeyance. 

Specification 

4. The disclosure is objected to because of the following informalities: Applicant 
failed to indicate processing center 3 in Fig. 6 when describing detailed invention. It is 
suggested to declare "Fig. 6 is a flowchart showing the steps involved, in conjunction 
with Fig. 5, in an electronic file transmission method..." The repetition of same error 
found in, later, detailed description of Fig 7, Fig 8, Fig 9 and Fig 10. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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6. Claims 1, 3, 6, 8,9, 11 and 14 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Hillegass et al. U.S. Patent Application Publication Number US 
2002/0010681 (hereinafter Hillegass). 

As per claim 1, Hillegass discloses an electronic file transmission method 
for use with an electronic file transmission system including a file processing 
center [a vendor, license server (abstract)], a transmission network [server 
software running provided by license provider (abstract)] and at least one file 
reading device [player software operating on the user's computer (abstract)], 
wherein the file reading device is provided with a hardware serial number; the 
electronic file transmission method comprising the steps of:(1) performing a file 
transmission process, allowing an electronic file to be symmetrically encrypted 
with the hardware serial number [The product license is also limited to a 
particular user by containing a user ID (Hillegass, Paragraph 0033)] of the file 
reading device and transmitted between the file processing center and the file 
reading device through the transmission network [Digitally encrypted 
communication streams keep certain communication between the producer 
software, the license provider, and the player software confidential (Hillegass, 
Paragraph 0009)], whereby the encrypted file is capable of being symmetrically 
decrypted only by using the same hardware serial number for file retrieval at the 
file processing center or the file reading device [Encrypted file having decryption 
key specific for that product file. Product license can be obtain by interaction 
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between the player software and the license server (Hillegass, Paragraph 0032)], 
and the decrypted file is again symmetrically encrypted with the same hardware 
serial number for file storage [Fig 4, encryption key has been received from the 
registration server (Hillegass, Paragraph 0040) After the encryption is finished, 
the product software saves the file (Hillegass, Paragraph 0041)]; and (2) ending 
the file transmission process between the file processing center and the file 
reading device [After encryption is finished , the product software saves file and 
then process of creating file is complete (Hillegass, Paragraph 0042)]. 

As per claim 3, Hillegass discloses (1-2-1) requesting via the file reading 
device for downloading an electronic file from the file processing center; [The 
player software submits to the license server a request for a new product license 
(Hillegass, Paragraph 62)] retrieving a hardware serial number corresponding to 
the file reading device via the file processing center from a database thereof, and 
[The license provider also operates a database, which stores information about 
vendors, users, product files, and licenses; and a license server, which is used to 
control the licensing of product files (Hillegass, Paragraph 0026) ] symmetrically 
encrypting the electronic file with the hardware serial number via an 
encryption/decryption module of the file processing center, allowing the 
encrypted file to be transmitted from the file processing center to the file reading 
device through the transmission network [[This submission includes the 
appropriate product ID, the user ID of the user, the vendor ID found in file the 
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encrypted session key, and any changes to the user profile made by user 
(Hillegass, Paragraph 62)];(1-2-2) upon receiving the encrypted file from the file 
processing center via the file reading device, symmetrically decrypting the 
encrypted file via a retrieval/transmission module of the file reading device by 
using the same hardware serial number as for file encryption, and displaying 
[Displaying the images whenever the file is played (Hillegass, Paragraph 0024)] 
the decrypted file on a screen of the file reading device [Examiner considers, 
Hillegass, Fig 7 for transmitting the encrypted file and decrypted the encrypted 
file using the product license that includes user id as well]; (1-2-3) symmetrically 
encrypting the decrypted file with the same hardware serial number via the 
retrieval/transmission module of the file reading device for file storage; and 
[Examiner considers, Hillegass, Fig 7 for storing the file after being decrypted 
the encrypted file]; (1-2-4) determining via the file reading device if to continue 
downloading another electronic file from the file processing center, wherein if file 
downloading is continued, the step (1-2-1) is returned; or else, file downloading is 
ended [Whether a valid product license is determined to exist or whether to 
purchase a new product license (Hillegass, Paragraph 0052)]. 

As per claim 6, Hillegass discloses the transmission network is Internet or 
intranet [available over the Internet (Hillegass, Paragraph 0004)]. 
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As per claim 8, Hillegass discloses a method of (1) performing a 
registration initiation process, so as to allow the file processing center to obtain 
the hardware serial number of the file reading device [When a new product is 
entered into database, the license provider creates a product ID and stores this 
ID with the other product information in database (Hillegass, Paragraph 0046)]; 
1) performing a file transmission process, allowing an electronic file to be 
symmetrically encrypted with the hardware serial number [The product license is 
also limited to a particular user by containing a user ID (Hillegass, Paragraph 
0033)] of the file reading device and transmitted between the file processing 
center and the file reading device through the transmission network [Digitally 
encrypted communication streams keep certain communication between the 
producer software, the license provider, and the player software confidential 
(Hillegass, Paragraph 0009)], whereby the encrypted file is capable of being 
symmetrically decrypted only by using the same hardware serial number for file 
retrieval at the file processing center or the file reading device [Encrypted file 
having decryption key specific for that product file. Product license can be obtain 
by interaction between the player software and the license server (Hillegass, 
Paragraph 0032)], and the decrypted file is again symmetrically encrypted with 
the same hardware serial number for file storage [Fig 4, encryption key has been 
received from the registration server (Hillegass, Paragraph 0040) After the 
encryption is finished, the product software saves the file (Hillegass, Paragraph 
0041)]; and (2) ending the file transmission process between the file processing 
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center and the file reading device [After encryption is finished , the product 
software saves file and then process of creating file is complete (Hillegass, 
Paragraph 0042)]. 

As per claim 9, Hillegass discloses the steps of (1-1) establishing 
connection via the transmission network between the file processing center and 
the file reading device, so as to allow the file processing center to transmit a 
public key thereof to the file reading device [encryption key received from the 
registration server (Hillegass, Paragraph 0041)]; (1-2) upon receiving the public 
key from the file processing center via the file- reading device, encrypting the 
hardware serial number of the file reading device via a retrieval/transmission 
module of the file reading device by using the public key and an encryption 
method of an asymmetrically unidirectional function, and transmitting the 
encrypted hardware serial number to the file processing center via the 
transmission network; and [encrypting the session key using a public key 
associated with the remote license generator (Hillegass, claim 31 and Paragraph 
0061)] (1-3) upon receiving the encrypted hardware serial number from the file 
reading device via the file processing center, decrypting the encrypted hardware 
serial number via an encryption/decryption module of the file processing center 
by using a private key thereof and a decryption method of an asymmetrically 
unidirectional function, so as to obtain the unencrypted hardware serial number 
of the file reading device and store the hardware serial number in a database of 
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the file processing center [The license server will then decrypt the session key 
with its private key (Hillegass, Paragraph 63)]. 

As per claim 11, claim 11 falls under the same limitation of claim 3. 
Therefore, claim 1 1 has been rejected under same rationale. 

As per claim 14, claim 14 falls under the same limitation of claim 6. 
Therefore, claim 14 has been rejected under same rationale. 



Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 2,4, 5,7, 10,12,13, 15,and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hillegass et al. U.S Patent Application Publication Number 
2002/0010681 (hereinafter Hillegass) as applied above in view of Obrador et al. U.S 
Patent Application Publication Number 2002/0049660 (hereinafter Obrador). 
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As per claim 2 and 10, Hillegass discloses the steps of (1-1) determining if 
the file reading device requests for downloading an electronic file from the file 
processing center [requests to purchase access to the product file (Hillegass, 
Claim 36)]; and (1-2) for file downloading, symmetrically encrypting the electronic 
file with the hardware serial number of the file reading device [The product 
license is also limited to a particular user by containing a user ID (Hillegass, 
Paragraph 0033)] via the file processing center, and transmitting the encrypted 
file from the file processing center to the file reading device, where the encrypted 
file is decrypted by using the same hardware serial number as for file encryption 
[Examiner considers, Hillegass, Fig 7 for transmitting the encrypted file and 
decrypted the encrypted file using the product license that includes user id as 
well]. 

Hillegass explicitly discloses a reading device, an encryption and 
decryption module, symmetrically encrypted on downloaded file with public key, 
decrypt downloaded encrypted file with private key and store the encrypted file in 
the database. 

However, Hillegass failed to disclose uploading an encrypted electronic 
file to the file processing center. 
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Obrador teaches uploading (1-3) for file uploading, symmetrically 
encrypting the electronic file with the hardware serial number via the file reading 
device [Upload the identified data files to the server for storage (Obrador, 
Paragraph 0049)], and transmitting the encrypted file from the file reading device 
to the file processing center [Using conventional FTP file transfer to the Server by 
the participant (Obrador, Paragraph 0049)], where the encrypted file is decrypted 
by using the same hardware serial number as for file encryption. 

Therefore, it would have been obvious to one having ordinary skill in the 
art at the time of applicant's invention to provide secure licensing digital works by 
symmetrically encrypting the file and later, decrypting an encrypted file while 
downloading, of Hillegass, and uploading as taught by Obrador, in order to 
efficiently limit the digital license. 

As per claims 4 and 12, Hillegass explicitly discloses symmetrically 
encrypted on downloaded file with public key, decrypt downloaded encrypted file 
with private key and store the encrypted file in the database. 

However, Hillegass failed to disclose uploading an encrypted electronic 
file to the file processing center Hillegass doesn't explicitly disclose the file 
reading device for uploading a symmetrically encrypted electronic file to the 
processing center. 



Application/Control Number: 10/090,181 Page 12 

Art Unit: 2151 

Obrador teaches (1-3-1) requesting via the file reading device for 
uploading an electronic file to the file processing center [Upload the identified 
data files to the server for storage (Obrador, Paragraph 0049)], and 
symmetrically encrypting the electronic file with the hardware serial number of 
the file reading device via an encryption/decryption module of the file reading 
device, allowing the encrypted file to be transmitted from the file reading device 
to the file processing center through the transmission network [Using 
conventional FTP file transfer to the Server by the participant (Obrador, 
Paragraph 0049)]; (1-3-2) upon receiving the encrypted file from the file reading 
device via the file processing center, retrieving a hardware serial number 
corresponding to the file reading device, and symmetrically decrypting the 
encrypted file via an encryption/decryption module of the file processing center 
by using the retrieved, hardware serial number, [Once the exchange server sends 
information to and receives information from multiple participants and when all 
these participants has registered and posted their information, the vendors 
further upload data files. The exchange server then retrieve information from the 
relational database and matches all attributes of the available services (Obrador, 
Paragraph 0050)] so as to obtain the file content; (1-3-3) determining via the file 
reading device if to continue uploading another electronic file to the file 
processing center, wherein if file uploading is continued, the step (1-3-1) is 
returned; or else, file uploading is ended [Once the exchange server matches 
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service returned by the database, it is returned to the original vendor to 
determine further action (Obrador, Paragraph 0050)]. 

Therefore, it would have been obvious to one having ordinary skill in the 
art at the time of applicant's invention to provide secure licensing digital works by 
symmetrically encrypting the file and later, decrypting an encrypted file while 
downloading, of Hillegass, and uploading as taught by Obrador, in order to 
efficiently limit the digital license. 

As per claims 5 and 13, Hillegass explicitly discloses a reading device, an 
encryption and decryption module, symmetrically encrypted on downloaded file 
with public key, decrypt downloaded encrypted file with private key and store the 
encrypted file in the database. 

However, Hillegass failed to disclose uploading an encrypted electronic 
file to the file processing center. Hillegass doesn't explicitly disclose the file 
reading device for uploading a symmetrically encrypted electronic file to the 
processing center. 

Obrador teaches the file processing center is a digital information server 
for providing electronic files to be downloaded by the file reading device and 
storing electronic files uploaded from the file reading device. [Upload identified 



Application/Control Number: 10/090,181 Page 14 

Art Unit: 2151 

data files to the server for storage and further processing (Obrador, Paragraph, 
0049)] 

Therefore, it would have been obvious to one having ordinary skill in the 
art at the time of applicant's invention to provide secure licensing digital works by 
symmetrically encrypting the file and later, decrypting an encrypted file while 
downloading, of Hillegass, and uploading as taught by Obrador, in order to 
efficiently limit the digital license. 

As per claim 7 and 15, Hillegass explicitly discloses a reading device is a 
personal computer. 

However, Hillegass failed to disclose file reading device is personal digital 
assistant or an electronic book reader. Hillegass doesn't explicitly disclose the file 
reading device for uploading a symmetrically encrypted electronic file to the 
processing center by using personal digital assistant or an electronic book 
reader. 

Obrador also teaches the file reading device is a personal computer and 
a personal digital assistant or an electronic book reader [permit a transmission to 
be made to another kind of WAP enabled device, such as a PDA (Obrador, 
Paragraph (0090)]. 
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Therefore, it would have been obvious to one having ordinary skill in the 
art at the time of applicant's invention to provide secure licensing digital works by 
symmetrically encrypting the file and later, decrypting an encrypted file while 
downloading, of Hillegass, uploading as taught by Obrador and download or 
upload encrypted electronic file by using personal digital assistant or electronic 
book reader, in order to efficiently limit the digital license. 

As per claim 16, Hillegass discloses at least one file reading device having 
a hardware serial number [at least one product license having a product identifier 
(Hillegass, claim 39], for symmetrically decrypting a downloaded encrypted file by 
using the hardware serial number of the file reading device, wherein the 
decrypted file is again symmetrically encrypted with the same the hardware serial 
number by the file reading device for file storage; [Encrypted file having 
decryption key specific for that product file. Product license can be obtain by 
interaction between the player software and the license server (Hillegass, 
Paragraph 0032) Examiner considers, Hillegass, Fig 7 for storing the file after 
being decrypted the encrypted file], a database for storing the hardware serial 
number of the file reading device; and [The license provider also operates a 
database, which stores information about vendors, users, product files, and 
licenses; and a license server, which is used to control the licensing of product 
files (Hillegass, Paragraph 0026) ],an encryption/decryption module, for 
asymmetrically decrypting an encrypted hardware serial number from the file 
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reading device by using a private key of the file processing center, so as to 
obtain the unencrypted hardware serial number and store the hardware serial 
number in the database; [The license server will then decrypt the session key 
with its private key (Hillegass, Paragraph 63)], and a transmission network for 
connecting the file processing center to the file reading device. 

Hillegass failed to disclose uploading an encrypted electronic file to the file 
processing center from the file reading device. Hillegass doesn't explicitly 
disclose the file reading device for uploading a symmetrically encrypted 
electronic file to the processing center. However, he suggested that the 
combinations of features and elements are possible within the scope of the 
present invention. 

Obrador teaches uploading (1-3) for file uploading, symmetrically 
encrypting the electronic file with the hardware serial number via the file reading 
device [Upload the identified data files to the server for storage (Obrador, 
Paragraph 0049)], and transmitting the encrypted file from the file reading device 
to the file processing center [Using conventional FTP file transfer to the Server by 
the participant (Obrador, Paragraph 0049)], where the encrypted file is decrypted 
by using the same hardware serial number as for file encryption. 
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Therefore, it would have been obvious to one having ordinary skill in the 
art at the time of applicant's invention to provide secure licensing digital works by 
symmetrically encrypting the file and later, decrypting an encrypted file while 
downloading, of Hillegass, uploading as taught by Obrador and download or 
upload encrypted electronic file by using personal digital assistant or electronic 
book reader, in order to efficiently limit the digital license. 

Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See accompanying P.T.O 892. 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. Failure to respond within the period for 
response will result in ABANDONMENT of the applicant (See 35 U.S.C 133, M.P.E.P 
710.02,71002 (b)). 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Saket K. Daftuar whose telephone number is 571-272- 
8363. The examiner can normally be reached on 8:30am-5:00pm M-F. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Zarni Maung can be reached on 571-272-3939. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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Art Unit 21 51 
May 6, 2005 



ZARNI MAUNGf 
SUPERVISORY PATENT EXAMINER 




